


INTRODUCTION
SCAMS

Nearly a third of all fraud is committed
over the telephone.
National Fraud Intelligence Bureau

Criminals are experts at impersonating
people, organisations and the police. They
spend hours researching you for their
scams, hoping you’ll let your guard down
for just a moment. Stop and think. It could
protect you and your money.

Stop: Taking a moment to stop and
think before parting with your money or
information could keep you safe.

Challenge: Could it be fake? It’s ok to reject,
refuse or ignore any requests. Only criminals
will try to rush or panic you.

Protect: Contact your bank immediately if
you think you’ve fallen for a scam and report
it to Action Fraud.

Bl Stop. Challenge. Protect.






oLl YOU ARE CALLED BY...
Nealell A COMPUTER OR
PHONE COMPANY




Protect yourself

A

A

If you receive a call like this hang up.
‘Take Five’ and verify via a trusted method,
not via numbers given in the call.

Never allow anyone to remotely access
your computer.

Do not download software on the
request of a phone caller.

A genuine service provider will never
call you out of the blue regarding issues
with your computer.

If you are having problems with your
internet connection, contact your
internet provider on a number or email
address that you know to be genuine.

Stop. Challenge. Protect. |






Protect yourself

If you receive a call like this hang up.
‘Take Five’ and verify via a trusted method,
not via numbers given in the call.

The bank scam normally follows a scam
email, so they may know who you bank
with or even how much money is in



oLl YOU ARE CALLED BY...
Nealll THE POLICE

THE CLAIM

We need your help with an investigation!

Criminals impersonate the police, and often
state there are corrupt sta at your bank,
or criminals have cloned your bank cards
and request your

assistance with

the investigation.

THE SCAM

They instruct you to provide your bank cards
and PINs, or withdraw money, purchase high
value goods (like watches) or vouchers and
hand these over to a courier or “undercover
O cer” as evidence.

The “Undercover o cer” is a criminal or
the courier delivers your cash, cards and
purchased items to the criminals.

K2 Stop. Challenge. Protect.



Protect yourself
If you receive a call like this hang up



REPORTING SCAMS
SCAMS

Contact your bank immediately if

you think you’ve fallen for a scam and
report it to Advice Direct Scotland

on 0808 164 6000 or through their
website at www.consumeradyvice.scot

Every report assists police investigations,
provides intelligence, informs national
alerts that protect all communities, disrupts
criminals and reduces harm.

Contact Police Scotland directly on 101
(non-emergency) or 999 (in an emergency).

Forward any scam text messages to Ofcom
on 7726 (free of charge).

All major phone companies provide a

call blocker service. This should help screen
out most phone scams shown in this booklet.
Contact your telephone service provider to
find out more.

EJ Stop. Challenge. Protect.



ALSO AVAILABLE
SCAMS

To contact Police Scotland visit
www.scotland.police.uk/contact-us
or call 101






